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STANDARD TERMS AND CONDITIONS OF CONTRACT
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[bookmark: _Toc361043202][bookmark: _Toc445473684]part a - operative provisions
A1. [bookmark: _NN1527][bookmark: _Toc361043203][bookmark: _Toc445473685]DEFINITIONS	
The terms and expressions used in these Standard Terms and Conditions shall have the meanings set out below:
	“Authorised Officer”
	the person duly appointed by the Council and notified in writing to the Contractor to act as the representative of the Council for the purpose of the Contract in the Contract Particulars or as amended from time to time and in default of such notification the Council’s head of procurement or similar responsible officer.

	“Business Day”
	any day other than a Saturday or Sunday or a public or bank holiday in England.

	“Change in Law”
	the coming into effect or repeal (without re‑enactment or consolidation) in England of any Law, or any amendment or variation to any Law, or any judgement of a relevant court of law which changes binding precedent in England in each case after the date of this Contract.

	“Commencement Date”
	the commencement date stated in the Contract Particulars.

	“Confidential Information”
	any information which has been designated as confidential by either party in writing or that ought to be considered as confidential (however it is conveyed or on whatever media it is stored) including information which relates to the Services, the business, affairs, properties, assets, trading practices, developments, trade secrets, Intellectual Property Rights, know-how, personnel, customers and suppliers of either party, all personal data and sensitive personal data (within the meaning of the DPA).

	“Contract”
	the agreement in respect of the provision of the Services consisting of the following listed documents which shall be read as one document.  In the event of ambiguity, conflict or contradictions between these documents the conflict will be resolved according to the following order of priority:
1.	the Contract Particulars;
2.	the Special Terms and Conditions;
3.	the Standard Terms and Conditions;
4.	the Quote except to the extent that  any element of the Quote has been included in the Contract Particulars.

	“Contractor”
	the contractor and where applicable this shall include the contractor's employees, sub-contractors, agents, representatives, and permitted assigns and, if the contractor is a consortium or consortium leader, the consortium members.

	“Contract Manager”
	the person named in the Contract Particulars as the contract manager and any replacement from time to time in accordance with clause B3.2.

	“Contract Particulars”
	the document detailing the specific core terms agreed between the parties with regard to the Services which shall include but not be limited to  the Pricing Schedule, Commencement Date, Authorised Officer, Contract Manager, Key Personnel, Contract Period, and the Specification and relevant contract specific details of the Quote included in the document.

	“Contract Period”
	the period of the contract as stated in the Contract Particulars (and any extension in accordance with clause B1).

	“Control”
	control as defined by section 416 of the Income and Corporation Taxes Act 1988.

	“Council”
	the Council named in the Contract Particulars and where the context so admits includes any person which takes over or assumes the statutory functions or administrative responsibilities of the Council (whether in part or totally) or which is controlled by or is under common control with the Council (and the expression “control” shall mean the power to direct or cause the direction of the general management and policies of the person in question but only for so long as such control exists).

	“DPA”
	The Data Protection Act 1998 and any subordinate legislation made under such Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation

	“EA”
	The Equality Act 2010.

	“EIR”
	The Environmental Information Regulations 2004.

	“FOIA”
	The Freedom of Information Act 2000.

	“Force Majeure”
	any cause materially affecting the performance by a party of its obligations under this Contract arising from any act beyond its reasonable control and affecting either party, including without limitation: acts of God, war, (subject to clause H6.3) industrial disputes, protests, fire, flood, storm, tempest, epidemic, explosion, acts of terrorism and national emergencies.

	“Good Industry Practice”
	the exercise of such degree of skill, diligence, care and foresight which would reasonably and ordinarily be expected from a skilled and experienced contractor engaged in the supply of services similar to the Services under the same or similar circumstances as those applicable to the Contract.

	“HRA”
	The Human Rights Act 1998.

	“Indirect Losses”
	loss of profits, loss of use, loss of production, loss of business, loss of business opportunity, or any claim for consequential loss or for indirect loss of any nature.


	“Insolvent”
	in relation to a company shall mean entering administration within the meaning of the Insolvency Act 1986, the appointment of an administrative receiver or receiver or manager of its property under that Act or the appointment of a receiver under that Act, a corporate voluntary arrangement under that Act, the passing of a resolution for a voluntary winding up without a declaration of solvency under that Act or on the making of a compulsory winding up order under that Act.

	“Intellectual Property Rights”
	patents, inventions, trade marks, service marks, logos, design rights (whether registrable or otherwise), applications for any of the foregoing, copyright, database rights, domain names, trade or business names, moral rights and other similar rights or obligations whether registrable or not in any country (including but not limited to the United Kingdom) and the right to sue for passing off.

	“Invitation to Quote”
	the Council’s Invitation to Quote for the Contract.

	“Key Personnel”
	those persons named in the Contract Particulars as being key personnel and any replacement from time to time under clause B6.1.5.

	“Law”
	any applicable Act of Parliament, sub-ordinate legislation within the meaning of section 21(1) of the Interpretation Act 1978, exercise of the Royal Prerogative, enforceable community right within the meaning of section 2 of the European Communities Act 1972, bye-law, regulatory policy, guidance or industry code, judgement of a relevant court of law, or directives or requirements of any regulatory body of which the Contractor is bound to comply.

	“Liabilities”
	all costs, actions, demands, expenses, losses, damages, claims, proceedings, awards, fines, orders and other liabilities (including reasonable legal and other professional fees and expenses) whenever arising or brought.

	“Order”
	an order for Services to be provided where the Contract is identified in the Contract Particulars to be delivered by call off.

	“Price”
	the price of the Services as set out in the Contract Particulars. Unless otherwise stated, any reference to Price shall be regarded as being exclusive of properly chargeable VAT which shall be separately accounted for.

	“Pricing Schedule”
	the schedule from the Quote detailing the pricing as detailed in the Contract Particulars.

	“Services”
	the services described in the Specification to be supplied by the Contractor in accordance with the Contract together with all equipment required and any associated goods provided by the Contractor in relation to those services.

	“Special Terms and Conditions”
	the additional terms and conditions attached which were set out in the Invitation to Quote.

	“Specification”
	the specification included in the Contract Particulars setting out the Council's detailed requirements in relation to the Services.

	“Staff”
	All persons employed or used in the delivery of the Services.

	“Standard Terms and Conditions”
	the terms and conditions set out in this document.

	“the 2015 Regulations”
	means the Public Contracts Regulations 2015

	“Quote”


	the Contractor’s quote for the Services in response to the Council’s Invitation to Quote.


	“TUPE”
	the Transfer of Undertakings (Protection of Employment) Regulations 2006 and or any other regulations enacted for the purpose of implementing the EC Acquired Rights Directive 77/187 as amended.



A1.1 Any reference to a person shall include any natural person, partnership, joint venture, body corporate, incorporated association, government, governmental agency, persons having a joint or common interest, or any other legal or commercial entity or undertakings.
A1.2 A reference to any statute, order, regulation or similar instrument shall be construed as a reference to the statute, order, regulation or instrument as amended by any subsequent statute, order, regulation or instrument or as contained in any subsequent re-enactment.
A1.3 Where the Contractor comprises more than one person the obligations and liabilities of those persons under this Agreement shall be the joint and several obligations and liabilities of those persons.
A2. [bookmark: _NN1528][bookmark: _Toc361043204][bookmark: _Toc445473686]HEADINGS	
A2.1 The index and headings to the clauses and appendices to and schedules of this Contract are for convenience only and will not affect its construction or interpretation.
A3. [bookmark: _NN1529][bookmark: _Toc361043205][bookmark: _Toc445473687]NOTICES	
A3.1 Any notice required by this Contract to be given by either party to the other shall be in writing and shall be served personally, by fax or by sending it by registered post or recorded delivery to the appropriate address, fax number or email address notified to each other as set out in the Contract Particulars.
A3.2 Any notice served personally will be deemed to have been served on the day of delivery, any notice sent by post will be deemed to have been served 48 hours after it was posted, any notice sent by fax will be deemed to have been served 24 hours after it was despatched and any notice sent by email before 5 p.m. will be deemed to have been served on the day of despatch and otherwise on the following day save where the deemed date of service falls on a day other than a Business Day in which case the date of service will be the following Business Day.
A4. [bookmark: _NN1530][bookmark: _Toc361043206][bookmark: _Toc445473688]ENTIRE AGREEMENT	
A4.1 The Contract constitutes the entire agreement between the parties relating to the subject matter of the Contract. The Contract supersedes all prior negotiations, representations and undertakings, whether written or oral, except that this clause A4 shall not exclude liability in respect of any fraudulent misrepresentation.
[bookmark: _Toc361043207][bookmark: _Toc445473689]Part b - Provision of services
[bookmark: _Hlt63047569][bookmark: _NN1532][bookmark: _Toc361043208][bookmark: _Toc445473690]CONTRACT PERIOD	
B1.1 The Contract shall commence on the Commencement Date and subject to clause B1.2 shall continue for the Contract Period.
B1.2 [bookmark: _Hlt63047587][bookmark: _Hlt63047602][bookmark: _Hlt63047619]If the Contract Period includes an option to extend and the Council intends to take up the option, the Contractor shall be notified in writing within the period stated in the Contract Particulars prior to the commencement of the extension.  If no such notification is issued the Contract shall automatically expire after the initial Contract Period.
B2. [bookmark: _NN1533][bookmark: _Toc361043209][bookmark: _Toc445473691]PERFORMANCE	
B2.1 The Services shall be provided in accordance with the Specification. If no time for delivery is stated in the Specification the Services shall be delivered between 9 a.m. and 5 p.m. on a Business Day.
B2.2 The time of the delivery of the Services is of essence to the Contract.
B2.3 The Council will have the right to observe the Contractor’s performance of the Services if the Services are not being performed on the Council’s premises.
B2.4 If the Contractor at any time becomes aware of any act or omission, or proposed act or omission by the Council which prevents or hinders, or may prevent or hinder the Contractor from performing the Services in accordance with the Contract, the Contractor shall inform the Council and the Council may, at its absolute discretion, extend the period of the Contract accordingly. 
B2.5 If the Contractor at any time becomes aware of any material matter that could affect the performance of the Services in accordance with the Contract, the Contractor shall inform the Council immediately.  
B2.6 If the Contractor has a change in Control, the Contractor shall inform the Council as soon as reasonably practicable.
B2.7 The Council retains the Contractor for the performance of the Services on a non exclusive basis.
B3. [bookmark: _NN1534][bookmark: _Toc361043210][bookmark: _Toc445473692]CONTRACT MANAGER	
B3.1 The Contractor shall employ a competent and authorised Contract Manager empowered to act on behalf of the Contractor for all purposes connected with the Contract.
B3.2 The Contractor shall forthwith give notice in writing to the Council of any change in the identity, address and telephone numbers of the person appointed as Contract Manager.  The Contractor shall give maximum possible notice to the Council before changing its Contract Manager.
B4. [bookmark: _NN1535][bookmark: _Toc361043211][bookmark: _Toc445473693]ORDERING PROCESS	
B4.1 Where this Contract is identified as requiring Orders in the Contract Particulars the Contractor shall accept Orders made in writing by the Council under the provisions of this clause.
B4.2 Except where specified Orders are required to call off the Services the Council gives no guarantees whatsoever as to when any Order will be placed during the Contract Period or under the Contract. 
B4.3 The Orders shall state the type of or part of the Services required including the Council’s requirements with regard to timescale for delivery of those Services. 
B5. [bookmark: _Hlt63047622][bookmark: _Hlt63047624][bookmark: _NN1536][bookmark: _Toc361043212][bookmark: _Toc445473694]RISK IN AND TITLE TO GOODS 	
B5.1 Risk in any goods provided as part of the Services shall pass to the Council upon delivery without prejudice to any rights of rejection which may accrue to the Council under the Contract or otherwise.
B5.2 Title in any goods provided as part of the Services shall pass to the Council upon delivery or earlier payment.
B6. [bookmark: _NN1537][bookmark: _Toc361043213][bookmark: _Toc445473695]WARRANTY	
B6.1 The Contractor warrants to the Council that the Services will be provided:
B6.1.1 in a proper, skilful and workmanlike manner;
B6.1.2 by a sufficient number of appropriately qualified, trained and experienced  personnel with a high standard of skill, care and due diligence and in accordance with Good Industry Practice;
B6.1.3 in accordance with the Contract and any descriptions provided by the Contractor;
B6.1.4 to the reasonable satisfaction of the Authorised Officer;
B6.1.5 by Key Personnel (if any) who shall not be released from providing the Services permanently without the agreement of the Council, except by reason of sickness, maternity leave, paternity leave, termination of employment or because they have been requested to do so by the Council, or the element of the Services in respect of which the individual was engaged has been completed to the Council’s satisfaction or other extenuating circumstances explained to the Council.  Any replacements for the Key Personnel shall be subject to the agreement of the Council and such replacements shall be of at least equal status or of equivalent experience and skills to the Key Personnel being replaced and be suitable for the responsibilities of that person in relation to the Services.  The cost of effecting such replacement shall be borne by the Contractor; and
B6.1.6 in a way that the Contractor takes every reasonable precaution to safeguard the Council’s property entrusted to the care of the Contractor.   
B6.2 The Contractor warrants to the Council that to the extent that any goods, equipment or consumables are provided as part of the Services they will:
B6.2.1 be free from defects in design, material and workmanship; and
B6.2.2 be so formulated, designed, constructed, finished and packaged as to be safe and without risk to health.
B6.3 Without prejudice to the Council’s rights to terminate under clause D1, if any of the Services supplied are not in accordance with the Contract, the Council shall be entitled to:
B6.3.1 require the Contractor to provide replacement Services in accordance with the Contract as soon as reasonably practicable and in any event within fourteen (14) days of a request to do so; or
B6.3.2 subject to clause E2 require repayment of the proportion of the Price which has been paid in respect of such Services together with payment of any additional expenditure over and above the Price reasonably incurred by the Council in obtaining replacement Services.
B7. [bookmark: _NN1538][bookmark: _Toc361043214][bookmark: _Toc445473696]CONTRACTOR’S STAFF	
B7.1 The Council reserves the right under the Contract to refuse to admit to, or to withdraw permission to remain on, any premises occupied by or on behalf of the Council:
B7.1.1 any member of the Contractor’s staff; or
B7.1.2 any person employed or engaged by a sub-contractor, agent or servant of the Contractor 
whose admission or continued presence would be, in the reasonable opinion of the Council, undesirable.
B7.2 When directed by the Council, the Contractor shall provide a list of the names and addresses of all persons (if any) who it is expected may require admission in connection with the Contract to any premises occupied by or on behalf of the Council, specifying the capacities in which they are concerned with the Contract and giving such other particulars as the Council may reasonably desire.
B7.3 The Contractor’s staff, engaged within the boundaries of any of the Council’s premises, shall comply with such rules, regulations and requirements (including those relating to security arrangements) as may be in force from time to time for the conduct of personnel when at that establishment and when outside that establishment.
B7.4 The decision of the Council as to whether any person is to be refused access to any premises occupied by or on behalf of the Council shall be final and conclusive.
B7.5 The Contractor shall replace any of the Contractor’s staff who the Council reasonably decides have failed to carry out their duties with reasonable skill and care.  Following the removal of any of the Contractor’s staff for any reason, the Contractor shall ensure such person is replaced promptly with another person with the necessary training and skills to meet the requirements of the Services.
B7.6 The Contractor shall bear the cost of or costs arising from any notice, instruction or decision of the Council under this clause.
[bookmark: _Toc361043215][bookmark: _Toc445473697]part c - PRICE AND PAYMENT
C1. [bookmark: _Hlt63047626][bookmark: _NN1540][bookmark: _Toc361043216][bookmark: _Toc445473698]PRICE AND PAYMENT	
C1.1 The Council shall pay the Price for the Services to the Contractor.
C1.2 [bookmark: _Hlt63047628]The Contractor shall submit a single VAT invoice to the Council no later than seven (7) days after the end of each calendar month detailing the Services provided during the calendar month and the amount payable.
C1.3 Payment of any undisputed invoice will be made no later than thirty (30) days following the date of receipt of the invoice by the Council. Any invoice for payment submitted by the Contractor shall be considered and verified by the Council in a timely fashion and undue delay in so doing will not be sufficient justification for failing to regard the invoice as valid and undisputed.
C1.4 The Council reserves the right to withhold payment of the relevant part of the Price without payment of interest where the Contractor has either failed to provide the Services at all or has provided the Services inadequately and any invoice relating to such Services will not be paid unless or until the Services have been performed to the Council’s satisfaction.
C1.5 Any overdue sums will bear interest from the due date until payment is made at 4% per annum over the Barclays Bank plc base rate from time to time.  The Contractor is not entitled to suspend provision of the Services as a result of any overdue sums.
C1.6 The Council will be entitled but not obliged at any time or times without notice to the Contractor to set off any liability of the Council to the Contractor against any liability of the Contractor to the Council (in either case howsoever arising and whether any such liability is present or future, liquidated or unliquidated and irrespective of the currency) and may for such purpose convert or exchange any sums owing to the Contractor into any other currency or currencies in which the obligations of the Council are payable under this Contract.  The Council’s rights under this clause will be without prejudice to any other rights or remedies available to the Council under this Contract or otherwise.
C1.7 Further details of payment, if any, are set out in the Pricing Schedule.
C1.8	The Contractor shall procure that in that any subcontract awarded by the Contractor relating to the Services contains suitable provisions to impose, as between the parties to the subcontract— 
C1.8.1	requirements to the same effect as those which clause C1.3 impose; and 
C1.8.2	a requirement for the subcontractor to include in any subcontract which it in turn awards suitable provisions to impose, as between the parties to that subcontract, requirements to the same effect as those required by clause C1.8.1.

[bookmark: _Toc361043217][bookmark: _Toc445473699]part d - termination AND CONSEQUENCES OF TERMINATION
D1. [bookmark: _NN1542][bookmark: _Toc361043218][bookmark: _Toc445473700]TERMINATION	
D1.1 Subject to the provisions of clause H6 (Force Majeure) the Council may terminate the Contract with immediate effect by notice in writing to the Contractor on or at any time if:
D1.1.1 the Contractor becomes bankrupt, Insolvent, makes any composition with its creditors, has a receiver appointed under the Mental Health Act 1983 or dies;
D1.1.2 the Contractor is convicted of a criminal offence;
D1.1.3 the Contractor ceases or threatens to cease to carry on its business;
D1.1.4 the Contractor has a change in Control which the Council believes will have a substantial impact on the performance of the Contract;
D1.1.5 there is a risk or a genuine belief that there is a risk that reputational damage to the Council will occur as a result of the Contract continuing;
D1.1.6 the Contractor is in breach of any of its obligations under this Contract that is capable of remedy and which has not been remedied to the satisfaction of the Council within 14 days, or such other reasonable period as may be specified by the Council after issue of a written notice specifying the breach and requesting it to be remedied;
D1.1.7 there is a material or substantial breach by the Contractor of any of its obligations under this Contract which is incapable of remedy; 
D1.1.8 [bookmark: OLE_LINK1]the Contractor commits persistent minor breaches of this Contract whether remedied or not; or
D1.1.9 any of the circumstances occur under which the Council as a contracting authority under the 2015 Regulations is required to provide for termination of a contract as provided for in Regulation 73 of the 2015 Regulations.
D1.2 The Council reserves the right to terminate the Contract in part in the case of termination under clauses D1.1.6, D1.1.7 and D1.1.8.
D1.3 Where this Contract is subject to Orders as specified in the Contract Particulars the Council has the right to terminate any individual Order or Orders or the whole Contract under the provisions of this clause D1. 
D1.4 The Council reserves the right to terminate the Contract at will, in whole or in part, at any time with or without notice except that it will give as much notice as possible in the circumstances.
D2. [bookmark: _NN1543][bookmark: _Toc361043219][bookmark: _Toc445473701]CONSEQUENCES OF TERMINATION	
D2.1 If this Contract is terminated in whole or in part the Council shall:
D2.1.1 only be liable to pay to the Contractor such elements of the Price, if any, that have properly accrued in accordance with the Contract or the affected part of the Contract up to the time of the termination; and/or
D2.1.2 except for termination under clause D1.4, be entitled to deduct from any sum or sums which would have been due from the Council to the Contractor under this Contract or any other contract and to recover the same from the Contractor as a debt any sum in respect of any loss or damage to the Council resulting from or arising out of the termination of this Contract.  Such loss or damage shall include the reasonable cost to the Council of the time spent by its officers in terminating the Contract and in making alternative arrangements for the supply of the Services or any parts of them; and/or
D2.1.3 where termination arises under clause D1.4, pay to the Contractor any reasonable, direct and quantifiable costs reasonably incurred by the Contractor due to early termination (excluding for the avoidance of doubt any Indirect Losses and any costs in so far as they directly or indirectly relate to the Staff) subject to the maximum liability provision in clause E2.4; and/or
D2.1.4 in the event that any sum of money owed by the Contractor to the Council (the Contractor’s debt) exceeds any sum of money owed by the Council to the Contractor (the Council’s debt) under this Contract then the Council shall, at its sole discretion, be entitled to deduct the Contractor’s debt from any future Council’s debt or to recover the Contractor’s debt as a civil debt.
D2.2 Upon the termination of the Contract for any reason, subject as otherwise provided in this Contract and to any rights or obligations which have accrued prior to termination, neither party shall have any further obligation to the other under the Contract.
D3. [bookmark: _NN1544][bookmark: _Toc361043220][bookmark: _Toc445473702]DISPUTE RESOLUTION PROCEDURE	
D3.1 If a dispute arises between the Council and the Contractor in connection with  the Contract, the parties shall each use reasonable endeavours to resolve such dispute by means of prompt discussion at an appropriate managerial level.
D3.2 If a dispute is not resolved within fourteen (14) days of referral under clause D3.1 then either party may refer it to the Chief Executive or appropriate nominated officer of each party for resolution who shall meet for discussion within 14 days or longer period as the parties may agree.
D3.3 Provided that both parties consent, a dispute not resolved in accordance with clauses D3.1 and D3.2, shall next be referred at the request of either party to a mediator appointed by agreement between the parties within 14 days of one party requesting mediation with the costs of mediation determined by the mediator.
D3.4 Nothing in this clause shall preclude either party from applying at any time to the English courts for such interim or conservatory measures as may be considered appropriate.
D4. [bookmark: _NN1545][bookmark: _Toc361043221][bookmark: _Toc445473703]SURVIVAL	
D4.1 The following clauses will survive termination or expiry of the Contract: Clause B5 (Risk in and Title to the Goods), Clause D2 (Consequences of Termination), Clause F1 (Intellectual Property), Clause F2 (Confidentiality and Publicity), Clause F3 (Data Protection), Clause F4 (Freedom of Information), Clause F5 (Record Keeping and Monitoring), Clause H4 (Severance), Clause H10 (Non Solicitation and Offers of Employment), Clause H12 (TUPE) and Clause H13 (Law and Jurisdiction). 
[bookmark: _Toc361043222][bookmark: _Toc445473704]part e - insurance and liabilities
E1. [bookmark: _NN1547][bookmark: _Toc361043223][bookmark: _Toc445473705]INSURANCE	
E1.1 The Contractor shall maintain insurance necessary to cover any liability arising under the Contract as set out in the Contract Particulars.
E1.2 The Contractor shall prior to the Commencement Date and on each anniversary of the Commencement Date and/or upon request provide evidence that all premiums relating to such insurances have been paid.
E1.3 If the Contractor does not maintain the necessary insurances under the Contract the Council may insure against any risk in respect of the default and may charge the Contractor the cost of such insurance together with a reasonable administration charge.
E2. [bookmark: _Hlt62987114][bookmark: _NN1548][bookmark: _Toc361043224][bookmark: _Toc445473706]INDEMNITY AND LIABILITY	
E2.1 Neither party seeks to exclude or limit its liability for:
E2.1.1 death or personal injury caused by its negligence (but will not be liable for death or personal injury caused by the other party’s negligence);
E2.1.2 fraudulent misrepresentation; or
E2.1.3 any other matter in respect of which, as a matter of Law, liability cannot  be excluded or limited.
E2.2 Except as specifically provided, neither party shall in any event be liable to the other for any Indirect Losses however caused. 
E2.3 Subject to clauses E2.1, E2.2 and E2.5, the Contractor’s liability to the Council under the Contract whether in contract, tort (including negligence) or otherwise shall be limited to 250% of the proportion of the Price which is paid or payable at the time that the liability arises.
E2.4 Subject to clauses E2.1 and E2.2, the Council’s liability to the Contractor under the Contract whether in contract, tort (including negligence) or otherwise shall be limited to 250% of the proportion of the Price which is paid or payable at the time that the liability arises.
E2.5 The Contractor shall indemnify the Council in full without limit of liability for 
E2.5.1	any direct loss of or damage to the real or personal property of the Council or any third party, including Intellectual Property Rights;
E2.5.2	any injury claimed by any third party; and 
E2.5.3	against all Liabilities awarded against or incurred by the Council (including legal expenses on an indemnity basis) 
arising from the Contractor’s negligence, any defect or fault in the Services or any act or omission of the Contractor in delivering the Services. 
[bookmark: _Toc361043225][bookmark: _Toc445473707]PART F - PROTECTION OF INFORMATION
F1. [bookmark: _Hlt62987121][bookmark: _Hlt62987139][bookmark: _NN1550][bookmark: _Toc361043226][bookmark: _Toc445473708]INTELLECTUAL PROPERTY	
F1.1 All Intellectual Property Rights in any specifications, instructions, plans, data, drawings, databases, patents, patterns, models, designs or other material:
F1.1.1 provided to the Contractor by the Council shall remain the property of the Council;
F1.1.2 prepared by or for the Contractor specifically for the use, or intended use, in relation to the performance of the Contract shall belong to the Council subject to any exceptions set out in the Contract Particulars.
F1.2 The Contractor shall obtain necessary approval before using any material, in relation to the performance of the Contract which is or may be subject to any third party Intellectual Property Rights.  The Contractor shall procure that the owner of the Intellectual Property Rights grant to the Council a non-exclusive licence, or if the Contractor is itself a licensee of those rights, the Contractor shall grant to the Council an authorised sub-licence, to use, reproduce, and maintain the Intellectual Property Rights.  Such licence or sub-licence shall be non-exclusive, perpetual and irrevocable, shall include the right to sub-license, transfer, novate or assign to other Councils, the replacement Contractor or to any other third party providing services to the Council, and shall be granted at no cost to the Council.
F1.3 It is a condition of the Contract that the Services will not infringe any Intellectual Property Rights of any third party and the Contractor shall during and after the Contract Period on written demand indemnify and keep indemnified without limitation the Council against all Liabilities which the Council may suffer or incur as a result of or in connection with any breach of this clause, except where any such claim relates to the act or omission of the Council.
F1.4 At the termination of the Contract the Contractor shall at the request of the Council immediately return to the Council all materials, work or records held in relation to the Services, including any back-up media.
F2. [bookmark: _NN1551][bookmark: _Toc361043227][bookmark: _Toc445473709]CONFIDENTIALITY AND PUBLICITY	
F2.1 Any documents provided by the Council and information which the Contractor may acquire as a result of the Contract shall to the extent that they are not in the public domain or required to be disclosed by operation of Law remain confidential to the Council and shall not be disclosed disposed of or used for any purpose without prior written consent from the Council.
F2.2 All Confidential Information provided by the Council to the Contractor shall be returned to the Council at the end of the Contract.
F2.3 Without prejudice to the Council’s obligations under the FOIA or EIR, neither party shall make any press announcements or publicise the Contract or any part thereof in any way, except with the written consent of the other party (such consent not to be unreasonably withheld or delayed).
F2.4 Both parties shall take all reasonable steps to ensure the observance of the provisions of this clause by all of their servants, employees, sub-contractors, agents, professional advisors and consultants.  
F3. [bookmark: _NN1552]DATA PROTECTION
[bookmark: _Ref137611710][bookmark: _Ref172375764][bookmark: _Ref137611790]F3.1	For For the purposes of this Clause F3 the following words shall have the following meanings
	
Data Protection Legislation : (i) the UK GDPR, the LED and any applicable national implementing Laws as amended from time to time (ii) the DPA 2018 to the extent that it relates to processing of personal data and privacy; (iiii) all applicable Law about the processing of personal data and privacy;

Data Protection Impact Assessment : an assessment by the Controller(s) of the impact of the envisaged processing on the protection of Personal Data.

Controller , Processor , Data Subject , Personal Data , Personal Data Breach , Data Protection Officer take the meaning given in the UK GDPR.

Data Breach/Data Loss Event : any event that results, or may result, in unauthorised access to Personal Data held by the Provider under this Agreement, and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach.

Data Subject Access Request : a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data.

DPA 2018 : Data Protection Act 2018

UK GDPR : the General Data Protection Regulation (Regulation (EU) 2016/679)

LED : Law Enforcement Directive (Directive (EU) 2016/680)

Protective Measures : appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it.

Sub-Processor : any third Party appointed to process Personal Data on behalf of the Provider related to this Agreement

Status of the Controller
[bookmark: _heading=h.gjdgxs]F3.2	  The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature    of the activity carried out by each of them in relation to their respective obligations under a Contract dictates the status of each party under the DPA. A Party may act as:

a) “Controller” in respect of the other Party who is “Processor”;
b)  “Processor” in respect of the other Party who is “Controller”;
c)  “Joint Controller” with the other Party;
d) “Independent Controller” of the Personal Data where the other Party is also “Controller”,
in respect of certain Personal Data under a Contract and shall specify in Annex 1  (Processing Personal Data) which scenario they think shall apply in each situation.

Where the Authority is the Controller and the Contractor is the Processor

F3.3         Where the Contractor is a Processor, the only Processing that it is authorised to do is listed in Annex   1 (Processing Personal Data) by the Authority as the Controller.

F3.4 	The Contractor shall notify the Authority immediately if it considers that any of the     Authority’s instructions infringe the Data Protection Legislation.
F3.5 	The Contractor shall provide all reasonable assistance to the Authority in the preparation of any Data Protection Impact Assessment prior to commencing any Processing.  Such assistance may, at the discretion of the Controller, include:
a) a systematic description of the envisaged Processing and the purpose of the Processing;
b) an assessment of the necessity and proportionality of the Processing in relation to the Services;
c) an assessment of the risks to the rights and freedoms of Data Subjects; and
d) [bookmark: bookmark=id.30j0zll]the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.
[bookmark: bookmark=id.1fob9te]F3.6 	The Contractor shall, in relation to any Personal Data Processed in connection with its     obligations under the Contract:
[bookmark: bookmark=id.3znysh7]a)    	Process that Personal Data only in accordance with Annex 1 (Processing Personal Data),  unless the Processor is required to do otherwise by Law. If it is so required, the Processor    shall notify the Authority before Processing the Personal Data unless prohibited by Law;

b) 	Ensure that it has in place Protective Measures, including in the case of the Provider the   measures set out in Clause 14.3 of the Core Terms, which the Authority may reasonably reject (but failure to reject shall not amount to approval by the Authority of the adequacy of the Protective Measures) having taken account of the:

[bookmark: bookmark=id.2et92p0]nature of the data to be protected;
I. harm that might result from a Personal Data Breach;
II. state of technological development; and
III. [bookmark: bookmark=id.tyjcwt]cost of implementing any measures;

c) Ensure that :
I.  the Contractor Personnel do not Process Personal Data nor is further use of the data permitted except in accordance with the Contract (and in particular specifically stated Annex 1 (Processing Personal Data));
II. it takes all reasonable steps to ensure the reliability and integrity of any Contractor   Personnel who have access to the Personal Data and ensure that they:
a) are aware of and comply with the Processor’s duties under this Schedule;
b) are subject to appropriate confidentiality undertakings with the Contractor or any Sub   processor;
c) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in writing to do so by the Authority or as otherwise permitted by the Contract; and
d) [bookmark: bookmark=id.3dy6vkm]have undergone adequate training in the use, care, protection and handling of Personal Data; 

[bookmark: bookmark=id.1t3h5sf]d)	Not transfer Personal Data outside of the UK unless the prior written consent of the Authority has been obtained and the following conditions are fulfilled:
a) [bookmark: bookmark=id.4d34og8]the Authority or the Contractor has provided appropriate safeguards in relation to the transfer (whether in accordance with UK GDPR Article 46 or LED Article 37) as determined by the Controller;
b) [bookmark: bookmark=id.2s8eyo1] the Data Subject has enforceable rights and effective legal remedies;
c) [bookmark: bookmark=id.17dp8vu] the Contractor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Authority in meeting its obligations as Controller); and
d) [bookmark: bookmark=id.3rdcrjn]the Contractor complies with any reasonable instructions notified to it in advance by the Authority with respect to the Processing of the Personal Data; and
e) [bookmark: bookmark=id.26in1rg]at the written direction of the Authority, delete or return Personal Data (and any copies of it) to the Authority on termination of the Contract unless the Contractor is required by Law to retain the Personal Data.
F3.7	Subject to paragraph F3.8 of this Schedule, the Contractor shall notify the Authority immediately if in relation to it Processing Personal Data under or in connection with the Contract it:
a) receives a Data Subject Access Request (or purported Data Subject Access Request);
b) receives a request to rectify, block or erase any Personal Data;
c) receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;
d) receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data Processed under the Contract;
e) receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or
f) becomes aware of a Personal Data Breach.
F3.8	The Processor’s obligation to notify under paragraph F3.7 of this Schedule shall include the provision of further information to the Authority, as details become available.
F3.9	Taking into account the nature of the Processing, the Contractor shall provide the Authority with assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under paragraph 6 of this Schedule (and insofar as possible within the timescales reasonably required by the Authority) including by immediately providing:
a) the Authority with full details and copies of the complaint, communication or request;
b) such assistance as is reasonably requested by the Authority to enable it to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;
c) the Authority at its request, with any Personal Data it holds in relation to a Data Subject;
d) assistance as requested by the Authority following any Personal Data Breach;  and/or
e) assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Authority with the Information Commissioner's Office.
F3.10	The Contractor shall maintain complete and accurate records and information to demonstrate its compliance with this Schedule. This requirement does not apply where the Contractor employs fewer than 250 staff, unless:
a) the Authority determines that the Processing is not occasional;
b) the Authority determines the Processing includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; or
c) [bookmark: bookmark=id.lnxbz9]the Authority determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.
F3.11	The Contractor shall allow for audits of its Data Processing activity by the Authority or the Authority’s designated auditor.
F3.12	The Parties shall designate a Data Protection Officer if required by the Data Protection Legislation.
F3.13	Before allowing any Sub processor to Process any Personal Data related to the Contract, the Contractor must:
a) notify the Authority in writing of the intended Sub processor and Processing;
b) obtain the written consent of the Authority;
c) enter into a written agreement with the Sub processor which give effect to the terms set out in this Schedule such that they apply to the Sub processor; and
d) provide the Authority with such information regarding the Sub processor as the Authority may reasonably require.
[bookmark: bookmark=id.35nkun2]F3.14	The Contractor shall remain fully liable for all acts or omissions of any of its Sub processors.
F3.15	The Authority may, at any time on not less than 30 Working Days’ notice,  revise          this Schedule by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which  shall apply when incorporated by attachment to the Contract).
F3.16 The Parties agree to take account of any guidance issued by the Information  Commissioner’s Office. The Relevant Authority may on not less than 30 Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office

Where the Parties are Joint Controllers of Personal Data
F3.17	In the event that the Parties are Joint Controllers in respect of Personal Data under the Contract, the Parties shall implement paragraphs that are necessary to comply with UK GDPR Article 26 based on the terms set out in Annex B to this Schedule (Processing Data).


Where the Authority and the Contractor are Independent Controllers of Personal Data
F3.18 	With respect to Personal Data provided by one Party to another Party for which each Party   acts as Controller but which is not under the Joint Control of the Parties, each Party undertakes to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Controller.
F3.19    	Each Party shall Process the Personal Data in compliance with its obligations  under the  Data Protection Legislation and not do anything to cause the other Party to be in breach of it.
F3.20 	Where a Party has provided Personal Data to the other Party in accordance with paragraphs F3.7 – F3.9 of this Schedule above, the recipient of the Personal Data will provide all such relevant documents and information relating to its data protection policies and procedures as the other Party may reasonably require.
F3.21 	The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR in respect of the Processing of Personal Data for the purposes of the Contract.
F3.22	    The Parties shall only provide Personal Data to each other:
a) to the extent necessary to perform their respective obligations under the Contract;
b) in compliance with the Data Protection Legislation (including by ensuring all required data privacy information has been given to affected Data Subjects to meet the requirements of Articles 13 and 14 of the UK GDPR); and
c) where it has recorded it in Annex 1 (Processing Personal Data).

F3.23	The Parties shall not disclose or transfer the Personal Data to any third party unless   necessary for the provision of the Services and, for any disclosure or transfer of Personal Data to any third party, (save where such disclosure or transfer is specifically authorised under the Contract or is required by Law) ensure consent has been obtained from the Data Subject prior to disclosing or transferring the Personal Data to the third party. For the avoidance of doubt, the third party to which Personal Data is transferred must be subject to equivalent obligations which are no less onerous than those set out in this Annex;

F3.24 	The Parties shall not transfer Personal Data outside of the UK unless the following conditions are fulfilled:

a) the Authority or the Contractor has in place appropriate safeguards in relation to the  transfer (whether in accordance with UK GDPR Article 46 or LED Article 37) as determined by each Controller;
b) the Data Subject has enforceable rights and effective legal remedies;
c) the Authority or the Contractor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred as determined by each Controller. 

F3.25	Should the conditions outlined in F3.24 be fulfilled, the Parties shall inform each other of any transfer of Personal Data outside of the UK to enable privacy policies to be kept up to date. 
F3.26 	Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, each Party shall, with respect to its Processing of Personal Data as Independent Controller, implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK GDPR, and the measures shall, at a minimum, comply with the requirements of the Data Protection Legislation, including Article 32 of the UK GDPR.
F3.27 	A Party Processing Personal Data for the purposes of the Contract shall maintain a record of its Processing activities in accordance with Article 30 UK GDPR and shall make the record available to the other Party upon reasonable request.
F3.28	Where a Party receives a request by any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Personal Data provided to it by the other Party pursuant to the Contract (“Request Recipient”):
1. the other Party shall provide any information and/or assistance as reasonably requested by the Request Recipient to help it respond to the request or correspondence, at the cost of the Request Recipient; or
1. where the request or correspondence is directed to the other Party and/or relates to that other Party's Processing of the Personal Data, the Request Recipient will:
2. promptly, and in any event within five (5) Working Days of receipt of the request or correspondence, inform the other Party that it has received the same and shall forward such request or correspondence to the other Party; and
2. provide any information and/or assistance as reasonably requested by the other Party to help it respond to the request or correspondence in the timeframes specified by Data Protection Legislation.
F3.29 	Each Party shall promptly notify the other Party upon it becoming aware of any Personal Data Breach relating to Personal Data provided by the other Party pursuant to the Contract and shall:
a) do all such things as reasonably necessary to assist the other Party in mitigating the effects of the Personal Data Breach;
b) implement any measures necessary to restore the security of any compromised Personal Data;
c) work with the other Party to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and
d) not do anything which may damage the reputation of the other Party or that Party's relationship with the relevant Data Subjects, save as required by Law.
F3.30	Personal Data provided by one Party to the other Party may be used exclusively to exercise rights and obligations under the Contract as specified in Annex A (Processing Personal Data).
F3.31 	Personal Data shall not be retained or processed for longer than is necessary to perform each Party’s respective obligations under the Contract which is specified in Annex A (Processing Personal Data).
F3.32 	Notwithstanding the general application of paragraphs F3.3 to F3.16 of this Schedule to Personal Data, where the Contractor is required to exercise its regulatory and/or legal obligations in respect of Personal Data, it shall act as an Independent Controller of Personal Data in accordance with paragraphs F3.18 to F3.28 of this Schedule. 

F4. [bookmark: _NN1553][bookmark: _Toc361043228][bookmark: _Toc445473710][bookmark: _Toc361043229][bookmark: _Toc445473711]FREEDOM OF INFORMATION		
F4.1 The Council is subject to the FOIA and the EIR (“the Acts”).  As part of the Council's duties under the Acts, it may be required to disclose information forming part of the Contract to anyone who makes a reasonable request.  The Council has absolute discretion to apply or not to apply any exemptions under the Acts.
F4.2 The Contractor shall assist and cooperate with the Council (at the Contractor’s expense) to enable the Council to comply with the information disclosure requirements under the Acts and in so doing will comply with any timescale notified to it by the Council.
F5. [bookmark: _NN1554][bookmark: _Toc361043230][bookmark: _Toc445473712]RECORD KEEPING AND MONITORING	
F5.1 In order to assist the Council in its record keeping and monitoring requirements including auditing and National Audit Office requirements, the Contractor shall keep and maintain for six (6) years (or such longer time period required in accordance with any specific legislation) after the Contract has been completed, full and accurate records of the Contract including the Services supplied under it, all expenditure reimbursed by the Council, and all payments made by the Council.  The Contractor shall on request allow the Council or the Council’s representatives such access to (and copies of) those records as may be required by the Council in connection with the Contract.
F5.2 The Contractor will at its own cost, provide any information that may be required by the Council to comply with the Council’s procedures for monitoring of the Contract. If required by the Council to do so the Contractor shall throughout the Contract Period and for a period of six months after the Contract Period arrange for the attendance of relevant officers or representatives at the Council’s Overview and Scrutiny Board and/or Cabinet in order to answer questions and provide information relating to the Contract. If any such assistance is provided following the Contract Period the Council shall pay the reasonable expenses of the Contractor in doing so.
[bookmark: _Toc361043231][bookmark: _Toc445473713]part g - statutory obligations
G1. [bookmark: _Hlt62987146][bookmark: _Hlt63047647][bookmark: _Hlt62987218][bookmark: _NN1556][bookmark: _Toc361043232][bookmark: _Toc445473714]HEALTH AND SAFETY	
G1.1 In performing the Services the Contractor shall comply with all health and safety legislation in force and whilst on the Council’s premises all health and safety policies of the Council.
G2. [bookmark: _NN1557][bookmark: _Toc361043233][bookmark: _Toc445473715]CORPORATE REQUIREMENTS	
G2.1 The Contractor shall comply with all obligations under the HRA and EA.
G2.2 The Contractor shall comply with all Council policies and rules, such as, but not limited to:
G2.2.1 equality and diversity policies;
G2.2.2 sustainability;
G2.2.3 information security rules;
G2.2.4 whistleblowing and/or confidential reporting policies;
G2.2.5 all site rules relevant to the fulfilment of the Contractor’s obligations in the performance of the Services; and
G2.2.6 Knowsley safeguarding procedures for children and vulnerable adults
copies of which policies and rules are available upon request from the Council.
G2.3 The Contractor shall not unlawfully discriminate within the meaning and scope of any law, enactment, order, or regulation relating to discrimination (regardless of protected characteristic) in employment.
G2.4 The Contractor shall comply with all relevant legislation relating to its staff however employed including (but not limited to) the compliance in law of the ability of the staff to work in the United Kingdom.
G2.5 If the Contractor has a finding against it relating to its obligations under clause G2.4 it will provide the Council with:
G2.5.1 details of the finding; and
G2.5.2 the steps the Contractor has taken to remedy the situation.
G3. [bookmark: _Hlt62987255][bookmark: _Hlt62987262][bookmark: _Hlt63047657][bookmark: _Hlt62987325][bookmark: FOI][bookmark: criminal][bookmark: _Hlt62987334][bookmark: _Hlt99877415][bookmark: _Hlt63047666][bookmark: _Hlt99877454][bookmark: _NN1558][bookmark: _Toc361043234][bookmark: _Toc445473716]LAW AND CHANGE IN LAW	
G3.1 The Contractor shall comply at all times with the Law in its performance of the Contract.
G3.2 [bookmark: _DV_M176]On the occurrence of a Change in Law which has a direct effect upon the Price the parties shall meet within fourteen (14) days of the Contractor notifying the Council of the Change in Law to consult and seek to agree the effect of the Change in Law and any change in the Price as a result following the principle that this clause is not intended to create an artificial cushion from market forces for the Contractor. If the parties, within fourteen (14) days of this meeting, have not agreed the occurrence or the impact of the Change in Law, either party may refer the matter to dispute resolution in accordance with clause D3.
G3.3 [bookmark: _DV_M179]Any agreed additional sums payable as a result of the operation of clause G3.2 shall be included in the Price. For the avoidance of doubt nothing in this Contract is intended to allow the Contractor double recovery of any increase in costs. 
[bookmark: _Hlt62987153][bookmark: _Hlt63047663][bookmark: _Toc361043235][bookmark: _Toc445473717]part H - general provisions 
H1. [bookmark: _NN1560][bookmark: _Toc361043236][bookmark: _Toc445473718]CONTRACT VARIATION	
H1.1 Subject to clause H1.2, no variation or modification to the Contract is valid unless it is in writing and signed by the Council and the Contractor and, where the contract was awarded in accordance with procurement procedures in the 2015 Regulations, is permitted by Regulation 72 of the 2015 Regulations as a modification which may be made without a new procurement procedure being required.
H1.2 The Council shall be entitled to issue to the Contractor in writing or, in case of urgency orally (provided the Council confirms oral instructions in writing as soon as it is practicable), variation orders requiring the addition, suspension, reduction or cessation of provision of any Services and/or the provision of emergency Services in accordance with revised Specification. The Contractor shall charge for the impact of the variation order in accordance with the rates and prices used to calculate the Price in the Quote.
H2. [bookmark: _NN1561][bookmark: _Toc361043237][bookmark: _Toc445473719]THIRD PARTY RIGHTS	
H2.1 This Contract is enforceable by the original parties to it, by their successors in title and permitted assignees.  Any rights of any person to enforce the terms of this Contract pursuant to The Contracts (Rights of Third Parties) Act 1999 are excluded.
H3. [bookmark: _NN1562][bookmark: _Toc361043238][bookmark: _Toc445473720]NO WAIVER	
H3.1 Failure by either party at any time to enforce any one or more of the provisions of this Contract or to require performance by the other party of any of the provisions shall not constitute or be construed as a waiver of the provision or of the right at any time subsequently to enforce all terms and conditions of this Contract nor affect the validity of the Contract or any part of it or the right of the parties to enforce any provision in accordance with its terms.
H3.2 No waiver of any of the provisions of this Contract shall be effective unless it is expressed to be a waiver in writing and communicated in accordance with clause A3.
H4. [bookmark: _NN1563][bookmark: _Toc361043239][bookmark: _Toc445473721]SEVERANCE	
H4.1 If any provision of the Contract shall become or shall be declared by any court of competent jurisdiction to be invalid or unenforceable in any way, such invalidity shall not impair or affect any other provision all of which shall remain in full force and effect.
H5. [bookmark: _NN1564][bookmark: _Toc361043240][bookmark: _Toc445473722]ASSIGNMENT, SUB-CONTRACTING AND RESPONSIBILITY	
H5.1 Subject to any express provision of this Contract, the Contractor shall not without the prior written consent of the Council, novate or assign all or any  benefit, right or interest under this Contract or sub-contract the supply of the Services and, in any event where the Contract was awarded in accordance with procurement procedures in the 2015 Regulations, no such novation or assignment shall be permitted unless it is a modification under Regulation 72 of the 2015 Regulations which may be made without a new procurement procedure being required.
H5.2 The Council shall be entitled to:
H5.2.1 assign, novate or dispose of its rights and obligations under this Contract either in whole or part to any contracting authority (as defined in The Public Contracts Regulations 2006); or
H5.2.2 transfer, assign or novate its rights and obligations where required by Law.
H5.3 The Contractor shall remain responsible and liable for the acts and omissions of any other members of a consortium arrangement, sub-contractors, servant, agent and employee as though they were its own.
H6. [bookmark: _NN1565][bookmark: _Toc361043241][bookmark: _Toc445473723]FORCE MAJEURE	
H6.1 Neither party shall be liable for failure to perform its obligations under the Contract if such failure results from Force Majeure.
H6.2 If the Council or the delivery location is affected by circumstance of Force Majeure, the Council shall be entitled to, totally or partially, suspend the date or dates for delivery of the Services until the circumstances of the Force Majeure have ceased.  The suspension shall not give rise to any claim by the Contractor against the Council nor entitle the Contractor to terminate the Contract.
H6.3 Industrial action by, or illness or shortage of the Contractor’s staff, agents or subcontractors, failure or delay by any of the Contractor’s suppliers to supply goods, components, services or materials and breach of the Contractor’s warranties under clause B6 shall not be regarded as an event of Force Majeure.
H6.4 If the event of Force Majeure continues for more than two (2) months either party may give written notice to the other to terminate the Contract immediately or on a set termination date.
H6.5 If the Contract is terminated in accordance with clause H6.4 neither party will have any liability to the other except that any rights and liabilities which accrued prior to termination will continue to exist. 
H7. [bookmark: _NN1566]INDUCEMENTS
H7.1 The Contractor shall not directly or indirectly offer, promise or give any person working for or engaged by the Council a financial or other advantage to:
H7.1.1 Induce that person to perform improperly a relevant function or activity; or
H7.1.2 Reward that person for improper performance of a relevant function or activity;
And the Contractor shall not directly or indirectly request, agree to receive or accept any financial or other advantage as an inducement or a reward for improper performance of a relevant function or activity in connection with this Contract.  The attention of the Contractor is drawn to the criminal offences under the Bribery Act 2010.
H7.2 The Contractor warrants that it has not paid nor given any financial or other advantage nor agreed to pay or give any financial or other advantage to any employee or representative of the Council by the Contractor or on the Contractor’s behalf.
H7.3 The Contractor shall, if requested, provide any reasonable assistance to enable the Council to perform any activity required by any government or agency for the purpose of compliance with the Bribery Act 2010 arising out of or in connection with this Contract.
H7.4 Where the Contractor engages in conduct prohibited by clauses H7.1 and H7.2 in relation to this or any other contract with the Council, the Council has the right to:
H7.4.1 terminate the Contract and recover from the Contractor the amount of any loss suffered by the Council resulting from the termination, including the cost reasonably incurred by the Council of making other arrangements for the provision of the Services and any additional expenditure incurred by the Council throughout the remainder of the Contract Period; or
H7.4.2 recover in full from the Contractor any other loss sustained by the Council in consequence of any breach of this clause whether or not the Contract has been terminated.
H7.5 The Contractor must have an anti-bribery policy, a copy of which shall be provided to the Council on request, and must enforce the terms of the policy.
H8. [bookmark: _NN1567][bookmark: _Toc361043242][bookmark: _Toc445473724]COSTS AND EXPENSES	
H8.1 Each of the parties will pay their own costs and expenses incurred in connection with the negotiation, preparation, execution, completion and implementation of this Contract.
H9. [bookmark: _NN1568][bookmark: _Toc361043243][bookmark: _Toc445473725]NO AGENCY OR PARTNERSHIP	
H9.1 Nothing contained in this Contract, and no action taken by the parties pursuant to this Contract, will be deemed to constitute a relationship between the parties of partnership, joint venture, principal and agent or employer and employee.  Neither party has, nor may it represent that it has, any authority to act or make any commitments on the other party’s behalf.
H10. [bookmark: _NN1569][bookmark: _Toc361043244][bookmark: _Toc445473726]NON SOLICITATION AND OFFERS OF EMPLOYMENT	
H10.1 The Contractor agrees that it will not, without the prior written consent of the Council, whether directly or indirectly, and whether alone or in conjunction with, or on behalf of, any other person and whether as a principal, shareholder, director, employee, agent, consultant, partner or otherwise during the Contract Period or for a period of 12 months following termination of this Contract:
H10.1.1 solicit or entice, or endeavour to solicit or entice, away from the Council, any person directly related to the Services employed in a senior capacity in a managerial, supervisory, technical, sales or administrative capacity by, or who is or was a consultant to, the Council at the date of the termination of this Contract or at any time during the period of one month immediately preceding the date of termination;
H10.1.2 attempt, or knowingly assist or procure any other person to do the above.
H11. [bookmark: _NN1570][bookmark: _Toc361043245][bookmark: _Toc445473727]INSPECTION OF CONTRACTOR’S PREMISES	
H11.1 The Contractor shall permit the Council to make any inspections or tests which may reasonably be required in respect of the Contractor’s premises in relation to the Contract.
H12. EMPLOYMENT PROVISIONS
[bookmark: _Ref239140128]H12.1	Not later than twelve (12) months prior to the end of the Contract Period, the Contractor shall fully and accurately disclose to the Council all information that the Council may reasonably request in relation to the Staff including the following:

(a) [bookmark: _Ref239140056]the total  number of Staff whose employment/engagement shall terminate at the end of the Contract Period, save for any operation of Law; and

(b) the age, gender, salary or other remuneration, future pay settlements and redundancy and pensions entitlement of the Staff referred to in  (a) above; and

(c) the terms and conditions of employment/engagement of the Staff referred to in (a) above, their job titles and qualifications; and

(d) details of any current disciplinary or grievance proceedings ongoing or circumstances likely to give rise to such proceedings and details of any claims current or threatened; and

(e) details of all collective agreements with a brief summary of the current state of negotiations with any such bodies and with details of any current industrial disputes and claims for recognition by any trade union.

H12.2	At intervals to be stipulated by the Council (which shall not be more frequent than every thirty (30) days) immediately prior to the end of the Contract Period the Contractor shall deliver to the Council a complete update of all such information which shall be disclosable pursuant to clause H12.1.

H12.3	At the time of providing the information disclosed pursuant to clauses H12.1 and H12.2, the Contractor shall warrant the completeness and accuracy of all such information and the Council may assign the benefit of this warranty to any replacement contractor.

H12.4	The Council may use the information it receives from the Contractor pursuant to clause H12.1 and H12.2 for the purposes of TUPE and/or any requoteing process in order to ensure an effective handover of all work in progress at the end of the Contract Period. The Contractor shall provide any replacement contractor with such assistance as it shall reasonably request.

H12.5	Where TUPE applies to the transfer of the Services on expiry or termination of the Contract, the Contractor shall indemnify and keep indemnified and hold the Council (both for themselves and any replacement contractor) harmless from and against all actions, suits, claims, demands, losses, charges, damages, costs and expenses and other liabilities which the Council or the replacement contractor may suffer or incur as a result of or in connection with:

(a) the provision of information pursuant to clause H12.1; and

(b) any claim or demand by any returning employee (whether in contract, tort, under statute, pursuant to EU Law or otherwise) in each case arising directly or indirectly from any act, fault or omission of the Contractor in respect of any returning employee on or before the end of the Contract Period; and

(c) any failure by the Contractor to comply with its obligations under Regulation 13 or 14 of TUPE or any award of compensation under Regulation 15 of TUPE save where such failure arises from the failure of the Council or a replacement contractor to comply with its duties under Regulation 13 of TUPE; and

(d) any claim (including any individual employee entitlement under or consequent on such a claim) by any trade union or other body or person representing any returning employees arising from or connected with any failure by the Contractor to comply with any legal obligation to such trade union, body or person; and

(e) any claim by any person who is transferred by the Contractor to the Council and/or a replacement contractor whose name is not included in the list of returning employees.

H12.6	If the Contractor becomes aware that the information it provided pursuant to clause H12.1 has become untrue, inaccurate or misleading, it shall notify the Council and provide the Authority with up to date information.

H12.7	The Contractor undertakes to the Council that, during the twelve (12) months prior to the end of the Contract Period the Contractor shall not without prior approval (such approval not to be unreasonably withheld or delayed):

(a) amend or vary (or purport to amend or vary) the terms and conditions of employment or engagement (including, for the avoidance of doubt, pay) of any Staff (other than where such amendment or variation has previously been agreed between the Contractor and the Staff in the normal course of business and where any such amendment or variation is not in any way related to the transfer of the Services);

(b) terminate or give notice to terminate the employment or engagement of any Staff (other than in circumstances in which the termination is for reasons of misconduct or lack of capability);

(c) transfer away, remove, reduce or vary the involvement of any other Staff from or in the provision of the Services (other than where such transfer or removal: (i) was planned as part of the individual’s career development; (ii) takes place in the normal course of business; and (iii) will not have any adverse impact upon the delivery of the Services by the Contractor, (provided that any such transfer, removal, reduction or variation is not in any way related to the transfer of the Services); or

(d) recruit or bring in any new or additional individuals to provide the Services who were not already involved in providing the Services prior to the relevant period.

H13. [bookmark: _NN1571][bookmark: _Toc173226213][bookmark: _Toc361043246][bookmark: _Toc445473728]LAW AND JURISDICTION	
H13.1 This Contract shall be governed by the laws of England and shall be subject to the exclusive jurisdiction of the English courts. 




Annex A - Processing Personal Data
This Annex shall be completed by the Authority as the Controller, who may take account of the view of the Contractor as the Processors, however the final decision as to the content of this Annex shall be with the Relevant Authority at its absolute discretion.  
1.1 The contact details of the Relevant Authority’s Data Protection Officer are: KMBCData.ProtectionOfficer@knowsley.gov.uk
1.2 The contact details of the Contractors Data Protection Officer are: 
1.3 The Contractor shall comply with any further written instructions with respect to Processing by the Authority as the Controller.
1.4 Any such further instructions shall be incorporated into this Annex.


	Identity of Controller for each Category of Personal Data

	Select which sections apply
	Details

	
	The Authority is Controller and the Contractor is Processor
The Parties acknowledge that in accordance with paragraph F3.3 to F3.16 and for the purposes of the Data Protection Legislation, the Authority is the Controller and the Contractor is the Processor of the following Personal Data:
· Not applicable

	
	The Parties are Joint Controllers
The Parties acknowledge that they are Joint Controllers for the purposes of the Data Protection Legislation in respect of:
· Not applicable


	
	 The Parties are Independent Controllers of Personal Data
The Parties acknowledge that they are Independent Controllers for the purposes of the Data Protection Legislation in respect of:
· Personal data that is processed as part of the Community Pharmacy Contract that is commissioned by Knowsley Metropolitan Borough Council and delivered by Pharmacies within the Borough.
· The Pharmacies are independent data controllers of personal information that is processed for the purpose of providing Community Services, in this instance Nicotine Replacement Therapy, referral incentive scheme and CO validation scheme. This includes personal data such as name, contact details (which may include address, email address or phone number) and date of birth/age; detail of NRT provided; Pharmacy details (including name and Pharmacy details) where required.
· Knowsley Metropolitan Borough Council are an independent controller in respect of the personal data, as the Council commission the service and, in line with their statutory responsibilities under the Health and Social Care Act 2012, determine the personal data to be processed and the purpose of the processing.  
· The scope of the processing relates to the delivery of Intermediate Stop Smoking Service and Nicotine Replacement Therapy (NRT) Voucher Scheme. Knowsley Metropolitan Borough Council will not be provided with patient level personal data; however, the Council will be provided with the number of referrals made via the PharmOutcomes IT system which will generate invoices for payment which the Council is responsible for.  
Lawful Bases for Processing
The lawful bases for processing personal data by Knowsley Council and the Pharmacies are as follows:
· Article 6(1)(a) of the UK General Data Protection Regulation (UK GDPR), which states that that the data subject has given consent to the processing of his or her personal data for one or more specific purposes.  This relates to the Pharmacies only.  
· Article 6(1)(e) of the UK GDPR, which states that processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. 
The lawful bases for the processing of special category personal data by Knowsley Council and the Pharmacies are as follows: 
· Article 9(2)(a) of the UK GDPR, which states that the data subject has given explicit consent to the processing of those personal data for one or more specified purposes.
· Article 9(2)(h) of the UK GDPR, which states that processing is necessary for the provision of health or social care or treatment.
· Article 9(2)(i) of the UK GDPR, which states that processing is necessary for reasons of public interest in the area of public health.
The associated lawful conditions under the Data Protection Act 2018 are as follows:
· Schedule 1, Part 1, Paragraph 2, Health or soecial care purposes.
· Schedule 1, Part 1, Paragraph 3, Public health. 

	Duration of the Processing
	The Pharmacies Combined Services Contract shall commence on 1 October 2025 and cease on 30 September 2028, during this period the Pharmacies and Knowsley Metropolitan Borough Council will remain as independent data controllers. 


	Nature and purposes of the Processing
	The nature of the Processing includes, but is not restricted to operations such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc.
The purpose of the processing: Nicotine Replacement Therapy Voucher Scheme, stop smoking referral scheme and CO validation

Knowsley Metropolitan Borough Council Commissions Pharmacy Stop Smoking Referral Service, CO2 validation scheme and Nicotine Replacement Therapy (NRT) Voucher Scheme within local communities. This service will require the Provider to deliver a high quality evidence-based smoking cessation services, including access to pharmacological smoking cessation aids and dispense in the pharmacy.

The service will provide one-to-one smoking cessation advice and support to people aged over 16 years who want to stop smoking and live, work, study or are registered with a GP in Knowsley. The service will increase choice and improve access to smoking cessation support, especially for ‘hard-to-reach’ groups. 

The provider will ensure appropriately trained smoking cessation advisors are responsible for offering behavioural support in addition to providing information on available pharmacotherapies. 

This service is based in accordance with the NRT protocols and guidance, the pharmacy will supply appropriate smoking cessation pharmacotherapy, e.g. NRT,. Patients should be referred to their GPs for prescription-only medications if the Pharmacy does not have a PGD to dispense them. Pharmacies can supply Nicotine therapies in accordance with the local protocols. Please see below for details of payment for NRTs.  

Pharmacists will also promote and facilitate referrals to additional sources of support and advice needed, including provision of pathways into e.g specialise stop smoking service, specialist substance misuse treatment services, primary care, dentistry, sexual health, mental health and outreach, homeless and hostel services. 

Outcomes of such interactions will include : 
· establishing the person is eligible to access the scheme 
· an explanation of what a typical treatment programme could entail 
· an brief discussion about the client’s readiness to start a quit attempt 
· an assessment of the client’s suitability and willingness to use available treatment options including pharmacotherapies
· Maintain an accurate register of customers engaged in the service; 
· Operate an accessible service on a drop-in basis to meet local need; 
· Facilitate a quiet, discreet and confidential area where consultation and prescribing can take place. 
· discussions about the treatment programme, its aims, duration, how it works and its benefits; 
· supplying relevant supportive literature;  
· discussion about tobacco withdrawal symptoms and how they could be managed 
· the use of carbon monoxide (CO) test as a monitoring and motivational aid; 
· Provide brief harm reduction advice during every supervision. Advice will be relevant to the customer’s needs and may include overdose prevention advice. 
· Ensure primary healthcare needs of customers are identified and addressed, making direct referrals to specialist services. 
· Ensure customers’ needs for other public health services delivered by the Pharmacy are identified and addressed. 

Service Users personal information may be supplied to the individual Pharmacist during this intervention. The service user may request a private consultation with a Pharmacist and personal information may be divulged. The Service User on doing this will be consenting to collection of their information. Onward transmission of their data for the provision of support services (e.g., specialist stop smoking service, GP, lifestyle services such as weight management and consent must be given separately during the consultation).  



	Type of Personal Data
	Advice which may be verbal, written or in the form of websites and may be supplemented by a referral (where appropriate) a service that can provide treatment and further advice and care.

The Provider must maintain appropriate records to ensure effective ongoing service delivery and audit. Records will be confidential and should be stored securely and for a length of time in line with local NHS record retention policies.

As part of the delivery of this service, Pharmacists may be required to have a private consultation with the service user and must produce and maintain an up-to-date register of all individuals where appropriate, indicating: 

· Name.  
· Contact details (which may include address, email address or phone number) 
· Date of birth / age.  
· NHS number.  
· Name and designation of the person carrying out the intervention.     
· Relevant health related data 
· Details of any test or treatment provided by The Provider (pharmacy) 
· Consent obtained.  
· Date of Intervention 
· Any onward referrals  

The Provider may need to share relevant information with other health care professionals and agencies, in line with locally determined confidentiality arrangements, including, where appropriate, the need for the permission of the Service User to share the information. Following any individual consultation with a pharmacist onward transmission of their data, including name /DOB for the provision of support services (e.g., GP, lifestyle services such as weight management) must be given separately via consent during the consultation.  

For example, a service user may consent to support with weight management, smoking cessation and increasing physical activity. The Pharmacist can make a direct referral into the Council commissioned Healthy Knowsley Service for support via a referral from the Pharmacy PharmOutcomes IT System. Information shared with Lifestyle services includes name, contact details, and what the individual requires support for.  This information can also be shared via a secure NHS email address direct to Merseycare NHS Trust. No information outside of the reason for referral following the intervention is shared.



	Categories of Data Subject
	Categories of data subjects would include:
· Pharmacist
· Pharmacy Assistant 
· General Pharmacy Staff (e.g. manager or other member of staff as named contact).
· Service User .
· KMBC officers (e.g., officers within the relevant service area and commissioning).
Find Pharmacies Near Me in Knowsley | Yell Marketplace

	How is the data processed?
	Any information collected by the Pharmacist/staff member carrying out the services will be stored on their PharmOutcomes IT System, a health record system used across all Community Pharmacies and processed in line with NHS data processing requirements. 

The Pharmacy will remain an independent data controller for the duration of this contract term.

Information may be shared with relevant partners as identified above following a consultation via onward referral securely via PharmOutcomes system or secure NHS Email. Commissioner information on invoices includes no personal data, only number of referrals.  

Onward referrals for smoking cessation to the Specialist Stop Smoking Service for triage will be done direct from PharmOutcomes via a secure nhs.net email address to City Health Care Partnerships (name and contact details and potential reason for referral e.g. Smoking Cessation).
 


	Transmission of personal data
	The Provider will offer support and advice to Service Users accessing the service, e.g. Intermediate Stop Smoking Service and Nicotine Replacement Therapy (NRT) Voucher Scheme. Providers will dispense nicotine replacement therapy and provide one-to-one smoking cessation advice and support to people aged over 16 years who want to stop smoking and live, work, study or are registered with a GP in Knowsley.  
The Provider will provide support and advice to the Service User, including referral to primary care or specialist centres where appropriate. 

Individual contractors may elect to provide any of the two services or both. If required, Pharmacies not signing up to provide both services should refer clients to other providers including other pharmacy providers for the service the pharmacy is not providing.
 
Advice which may be verbal, written or in the form of websites will be provided to the Service User. This should be supplemented by a referral (where appropriate) to a service that can provide treatment and further advice and care.

The Provider must maintain appropriate records to ensure effective ongoing service delivery and audit. Records will be confidential and should be stored securely and for a length of time in line with local NHS record retention policies.

This information is shared direct from Pharmoutcomes or via a secure NHS email address direct to Merseycare NHS Trust. No information about the outcomes of the consultation other than potential CO reading is shared. 

No Personal Data is shared with the commissioner. 

	Security of personal data
	Any information collected by the Pharmacy  carrying out the services will be stored on Pharmoutcomes, a health record system used across Community Pharmacies in line with NHS data recording and processing requirements. Any personal service user information will be shared via NHS secure email and other secure emails gateways e.g. Egress.

There is an expectation that all Pharmacy staff will undergo regular training on UK GDPR and fully understand their responsibilities. This can be face to face which is delivered by Community Pharmacy England as well as online options. The National UK GDPR training will explore case studies to further cement the information.




	Retention of personal data, return and destruction once the Processing is complete
UNLESS requirement under Union or Member State law to preserve that type of data 
	Any information collected by the Pharmacies carrying out the services will be stored on Pharmoutcomes IT System, a health record system used across Community Pharmacies in line with NHS data processing requirements. 

The information will be stored in line with the NHS Record Management Code of Practice i.e. for the lifetime of the patient. 
Although Knowsley Metropolitan Borough Council do not process patient level personal data, if personal data is shared with the Council, it will be retained in line with the retention periods stated in the Council’s Records Management Policy.   



	Data Breach/Incident Reporting Procedure
	Information regarding the steps an independent controller of personal data must take in the event of a personal data breach is included within the contract.
The Pharmacy, whilst taking all necessary steps in line with its statutory independent data controller obligation.

The incident must be reported to the Councils Data Protection Officer via information.security@knowsley.gov.uk

	Information Rights Requests
	Information about information rights requests is contained within the contract.  
All such requests for assistance that Pharmacies require from Knowsley Metropolitan Borough Council must be sent to inforights@knowsley.gov.uk.   

UK GDPR & Data Protection Act 2018
In the event the Authority receives a personal rights request from an individual, Pharmacies must assist the Authority, by providing copies of any personal data or related information, or assurances that the requested action has been completed.

Information rights requests includes the right to:
· To be informed
· Access – Subject Access Request
· Rectification
· Erasure
· Restriction of processing
· Data portability
· Object to processing
· Automated decision making & profiling 

All personal information rights will be dealt with in accordance with the requirements of the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. 

If the Authority receives a subject access request from an individual, Pharmacies will be expected to provide the requested personal information that they hold to enable the Council to respond appropriately. This information at the very latest, must be provided to the Authority within 10 working days to allow the Authority to disclose the documents within the calendar month, statutory deadline.

If Pharmacies receive a subject access request, they must notify the Authority within 24 hours of receiving the request. All such notifications must be sent to inforights@knowsley.gov.uk. 

Freedom of Information Act 2000 (FOIA)

In the event the Authority receives an FOI, Pharmacies must assist the Authority, by providing copies of any data or related information within 7 working days. If Pharmacies receive an FOI, they must notify the Authority within 24 hours of receiving the request. All such notifications must be sent to inforights@knowsley.gov.uk 


	Complaints 
	Pharmacies who are providing the NRT voucher scheme, referral incentive scheme and CO validation scheme as part of this contract and Knowsley Metropolitan Borough Council will deal with any complaints as independent data controllers.  Information about complaints for independent controllers is included within the contract as opposed to this Annex.

Any complaint or allegation involving the misuse of personal information by Pharmacies is to be reported immediately to the Commissioning Manager responsible for this agreement. The Commissioning Manager will then inform the Head of Service or the most senior manager available at the time the incident has been reported. The Authority’s data breach process will be followed, and the Authority’s Data Protection Officer will be informed. 

If Pharmacies receive a complaint from any stakeholder relating to the collection and use of data for this programme or receives a complaint via the Authority concerning collection and use of data, Pharmacies will aim to acknowledge the complaint within 48 hours of the complaint arising, and then provide an initial response and any aligned actions in light of this complaint within 7 working days. If further action is required, Pharmacies will aim to respond to this within 72 hours depending on the nature of the complaint and whether the complaint is deemed to be valid.


	Breach of the data processing schedule/agreement 
	As both parties are independent data controllers this section is not applicable 









Annex B - Joint Controller Agreement
1. Joint Controller Status and Allocation of Responsibilities
1.1	With respect to Personal Data under Joint Control of the Parties, the Parties envisage that they shall each be a Data Controller in respect of that Personal Data in accordance with the terms of this Annex 2 (Joint Controller Agreement) in replacement of paragraphs F3.3-F3.16 of this Schedule (Where one Party is Controller and the other Party is Processor) and paragraphs F3.18-F3.28 of this Schedule (Independent Controllers of Personal Data). Accordingly, the Parties each undertake to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Data Controllers.
1.2 The Parties agree that the [Authority/Contractor]:
(a)	is the exclusive point of contact for Data Subjects and is responsible for all steps necessary to comply with the UK GDPR regarding the exercise by Data Subjects of their rights under the UK GDPR;
(b) 	shall direct Data Subjects to its Data Protection Officer or suitable alternative in connection with the exercise of their rights as Data Subjects and for any enquiries concerning their Personal Data or privacy;
(c)	is solely responsible for the Parties’ compliance with all duties to provide information to Data Subjects under Articles 13 and 14 of the UK GDPR;
(d)	is responsible for obtaining the informed consent of Data Subjects, in accordance with the UK GDPR, for Processing in connection with the Services where consent is the relevant legal basis for that Processing; and
(e)	shall make available to Data Subjects the essence of this Annex (and notify them of any changes to it) concerning the allocation of responsibilities as Joint Controller and its role as exclusive point of contact, the Parties having used their best endeavours to agree the terms of that essence. This must be outlined in the [Contractors/Authority’s] privacy policy (which must be readily available by hyperlink or otherwise on all of its public facing services and marketing).

1.3       	Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data Subject has the right to exercise their legal rights under the Data Protection Legislation as against the relevant Party as Controller.
1. Undertakings of both Parties
3. The Contractor and the Relevant Authority each undertake that they shall:
(a)	report to the other Party every [x] months on:
(i)	the volume of Data Subject Access Request (or purported Data Subject  Access Requests) from Data Subjects (or third parties on their behalf);
(ii)	the volume of requests from Data Subjects (or third parties on their behalf) to rectify, block or erase any Personal Data;
(iii)	any other requests, complaints or communications from Data Subjects (or third parties on their behalf) relating to the other Party’s obligations under applicable Data Protection Legislation;
(iv)	any communications from the Information Commissioner or any other regulatory authority in connection with Personal Data; and
(v)	any requests from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law,
           that it has received in relation to the subject matter of the Contract during that period.

(b)	notify each other immediately if it receives any request, complaint or communication made as referred to in Clauses 2.1(a)(i) to (v);
(c)	provide the other Party with full cooperation and assistance in relation to any request, complaint or communication made as referred to in Clauses 2.1(a)(iii) to (v) to enable the other Party to comply with the relevant timescales set out in the Data Protection Legislation;
(d) 	not disclose or transfer the Personal Data to any third party unless necessary for the provision of the Services and, for any disclosure or transfer of Personal Data to any third party, (save where such disclosure or transfer is specifically authorised under the Contract or is required by Law) ensure consent has been obtained from the Data Subject prior to disclosing or transferring the Personal Data to the third party. For the avoidance of doubt, the third party to which Personal Data is transferred must be subject to equivalent obligations which are no less onerous than those set out in this Annex;
(e) 	not transfer Personal Data outside of the UK unless the following conditions are fulfilled:

a) appropriate safeguards are in place in relation to the transfer (whether in accordance with UK GDPR Article 46 or LED Article 37) as determined by the Joint Controllers;
b) the Data Subject has enforceable rights and effective legal remedies;
c) the Parties comply with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred as determined by the Joint Controllers. 

(f)  	Should the conditions as outlined at (e) be fulfilled, the Parties, as Joint Controllers, shall update respective privacy policies to ensure transparency. 
(g)	request from the Data Subject only the minimum information necessary to provide the Services and treat such extracted information as Confidential Information;
(h)	ensure that at all times it has in place appropriate Protective Measures to guard against unauthorised or unlawful Processing of the Personal Data and/or accidental loss, destruction or damage to the Personal Data and unauthorised or unlawful disclosure of or access to the Personal Data;
(i)	take all reasonable steps to ensure the reliability and integrity of any of its Personnel who have access to the Personal Data and ensure that its Personnel:
(i)	are aware of and comply with their duties under this Annex 2 (Joint Controller Agreement) and those in respect of Confidential Information
(ii)	are informed of the confidential nature of the Personal Data, are subject to appropriate obligations of confidentiality and do not publish, disclose or divulge any of the Personal Data to any third party where the that Party would not be permitted to do so;
(iii)    have undergone adequate training in the use, care, protection and handling of   personal data as required by the applicable Data Protection Legislation;

(j)	ensure that it has in place Protective Measures as appropriate to protect against a Personal Data Breach having taken account of the:
(i)  nature of the data to be protected;
(i)  harm that might result from a Personal Data Breach;
(iii) state of technological development; and
(iv) cost of implementing any measures;
(i)  ensure that it has the capability (whether technological or otherwise), to the extent  required by Data Protection Legislation, to provide or correct or delete at the request of a Data Subject all the Personal Data relating to that Data Subject that it holds; and
(i)  ensure that it notifies the other Party as soon as it becomes aware of a Personal Data Breach.

2.2 	Each Joint Controller shall use its reasonable endeavours to assist the other Controller to comply with any obligations under applicable Data Protection Legislation and shall not perform its obligations under this Annex in such a way as to cause the other Joint Controller to breach any of its obligations under applicable Data Protection Legislation to the extent it is aware, or ought reasonably to have been aware, that the same would be a breach of such obligations
3. 	Data Protection Breach
3.1        Without prejudice to clause 3.2, each Party shall notify the other Party promptly and without undue delay, and in any event within 48 hours, upon becoming aware of any Personal Data Breach or circumstances that are likely to give rise to a Personal Data Breach, providing the Relevant Authority and its advisors with:
(a) sufficient information and in a timescale which allows the other Party to meet any obligations to report a Personal Data Breach under the Data Protection Legislation;
(b) all reasonable assistance, including:
1. co-operation with the other Party and the Information Commissioner investigating the Personal Data Breach and its cause, containing and recovering the compromised Personal Data and compliance with the applicable guidance;
1. co-operation with the other Party including taking such reasonable steps as are directed by the Relevant Authority to assist in the investigation, mitigation and remediation of a Personal Data Breach;
1. co-ordination with the other Party regarding the management of public relations and public statements relating to the Personal Data Breach; and/or
1. providing the other Party and to the extent instructed by the other Party to do so, and/or the Information Commissioner investigating the Personal Data Breach, with complete information relating to the Personal Data Breach, including, without limitation, the information set out in Clause 3.2.

3.2      Each Party shall take all steps to restore, re-constitute and/or reconstruct any Personal Data where it has  lost, damaged, destroyed, altered or corrupted as a result of a Personal Data Breach as it was  that Party’s own data at its own cost with all possible speed and shall provide the other Party with all reasonable assistance in respect of any such Personal Data Breach, including providing the other Party, as soon as possible and within 48 hours of the Personal Data Breach relating to the Personal Data Breach, in particular:
(a) the nature of the Personal Data Breach;
(b) the nature of Personal Data affected;
                (c) the categories and number of Data Subjects concerned;
                (d) the name and contact details of the Supplier’s Data Protection Officer or other relevant               contact from whom more information may be obtained;
(e) measures taken or proposed to be taken to address the Personal Data Breach; and
(f) describe the likely consequences of the Personal Data Breach.

4. 	Audit
4.1 	 The Contractor shall permit:	
a) the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s direction, to conduct, at the Relevant Authority’s cost, data privacy and security audits, assessments and inspections concerning the Contractor’s data security and privacy procedures relating to Personal Data, its compliance with this Annex 2 and the Data Protection Legislation; and/or

b) the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s direction, access to premises at which the Personal Data is accessible or at which it is able to inspect any relevant records, including the record maintained under Article 30 UK GDPR by the Contractor so far as relevant to the Contract, and procedures, including premises under the control of any third party appointed by the Contractor to assist in the provision of the Services.

4.2 	The Relevant Authority may, in its sole discretion, require the Contractor to provide evidence of the Contractor’s compliance with Clause 4.1 in lieu of conducting such an audit, assessment or inspection.


5. 	Data Protection Impact Assessments
5.1 The Parties shall:
1. 	provide all reasonable assistance to each other to prepare any Data Protection Impact Assessment as may be required (including provision of detailed information and assessments in relation to Processing operations, risks and measures). Such assistance may, at the discretion of the Authority, include:

I. A systematic description of the envisaged processing operations and the purpose of the processing;
II. An assessment of the necessity and proportionality of the processing operations in relation to the Services;
III. An assessment of the risks to the rights and freedoms of Data Subjects; and
IV. The measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data. 

(a) maintain full and complete records of all Processing carried out in respect of the Personal Data in connection with the Contract, in accordance with the terms of Article 30 UK GDPR.

6. ICO Guidance
The Parties agree to take account of any guidance issued by the Information Commissioner and/or any relevant Central Government Body. The Relevant Authority may on not less than thirty (30) Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner and/or any relevant Central Government Body.
7. Liabilities for Data Protection Breach
[Guidance: This clause represents a risk share, you may wish to reconsider the apportionment of liability and whether recoverability of losses are likely to be hindered by the contractual limitation of liability provisions]
7.1  If financial penalties are imposed by the Information Commissioner on either the Relevant Authority or the Supplier for a Personal Data Breach ("Financial Penalties") then the following shall occur:
a) if in the view of the Information Commissioner, the Relevant Authority is responsible for the Personal Data Breach, in that it is caused as a result of the actions or inaction of the Relevant Authority, its employees, agents, contractors (other than the Contractor) or systems and procedures controlled by the Relevant Authority, then the Relevant Authority shall be responsible for the payment of such Financial Penalties. In this case, the Relevant Authority will conduct an internal audit and engage at its reasonable cost when necessary, an independent third party to conduct an audit of any such Personal Data Breach. The Contractor shall provide to the Relevant Authority and its third party investigators and auditors, on request and at the Contractor’s reasonable cost, full cooperation and access to conduct a thorough audit of such Personal Data Breach;

b) if in the view of the Information Commissioner, the Contractor is responsible for the Personal Data Breach, in that it is not a Personal Data Breach that the Relevant Authority is responsible for, then the Contractor shall be responsible for the payment of these Financial Penalties. The Contractor will provide to the Relevant Authority and its auditors, on request and at the Contractor’s sole cost, full cooperation and access to conduct a thorough audit of such Personal Data Breach; or

c) if no view as to responsibility is expressed by the Information Commissioner, then the Relevant Authority and the Contractor shall work together to investigate the relevant Personal Data Breach and allocate responsibility for any Financial Penalties as outlined above, or by agreement to split any financial penalties equally if no responsibility for the Personal Data Breach can be apportioned. In the event that the Parties do not agree such apportionment then such Dispute shall be referred
7.2  If either the Authority or the Contractor is the defendant in a legal claim brought before a    court of competent jurisdiction (“Court”) by a third party in respect of a Personal Data Breach, then unless the Parties otherwise agree, the Party that is determined by the final decision of the court to be responsible for the Personal Data Breach shall be liable for the losses arising from such Personal Data Breach. Where both Parties are liable, the liability will be apportioned between the Parties in accordance with the decision of the Court.  
7.3  In respect of any losses, cost claims or expenses incurred by either Party as a result of a Personal  Data Breach (the “Claim Losses”):

a) if the Authority is responsible for the relevant Personal Data Breach, then the Authority shall be responsible for the Claim Losses;

b) if the Contractor is responsible for the relevant Personal Data Breach, then the Contractor shall be responsible for the Claim Losses: and

c) if responsibility for the relevant Personal Data Breach is unclear, then the Authority and the Contractor shall be responsible for the Claim Losses equally.

7.4  Nothing in either clause 7.2 or clause 7.3 shall preclude the Authority and the Contractor  reaching any other agreement, including by way of compromise with a third party complainant or claimant, as to the apportionment of financial responsibility for any Claim Losses as a result of a Personal Data Breach, having regard to all the circumstances of the Personal Data Breach and the legal and financial obligations of the Authority.
8. Termination
If the Contractor is in material Default under any of its obligations under this Annex 2 (Joint Controller Agreement), the Authority shall be entitled to terminate the Contract by issuing a Termination Notice to the Contractor in accordance with Clause 10 of the Core Terms (Ending the contract).
9. Sub-Processing
10.1 In respect of any Processing of Personal Data performed by a third party on behalf of a Party, that  Party shall:
a) carry out adequate due diligence on such third party to ensure that it is capable of providing the level of protection for the Personal Data as is required by the Contract, and  provide evidence of such due diligence to the  other Party where reasonably requested; and
b) ensure that a suitable agreement is in place with the third party as required under applicable Data Protection Legislation.
10. Data Retention
The Parties agree to erase Personal Data from any computers, storage devices and storage media that are to be retained as soon as practicable after it has ceased to be necessary for them to retain such Personal Data under applicable Data Protection Legislation and their privacy policy (save to the extent (and for the limited period) that such information needs to be retained by the a Party for statutory compliance purposes or as otherwise required by the Contract), and taking all further actions as may be necessary to ensure its compliance with Data Protection Legislation and its privacy policy.
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Guidance 

The Contractor shall comply with any further written instructions with respect to processing by the Authority.

Any such further instructions shall be incorporated into this Schedule.

The Authority’s role and responsibilities

The Authority, as commissioning party and customer will take the lead in co-ordinating a response to any data security incident that arises from the processing that takes place as part of the delivery of this contract, or regarding any personal data processed as a result of this contract. The Provider shall provide all reasonable assistance and necessary information required by the Authority in dealing with such an incident. 

The Authority will not have access to or process Personal Data in relation to the day-to-day delivery of the Services.

The Authority may have access to and process Personal Data in exceptional circumstances such as:

(i) Audit
(ii) Service evaluation
(iii) Complaints or
(iv) Incidents.

The Authority shall be solely responsible for determining whether any proposed processing of Personal Data falls within the scope permitted to the Provider in this Schedule and for making any changes to this Schedule.

The Contractor’s role and responsibilities

The Contractor will process Personal Data solely for the execution of the Provider’s obligations under this Contract.

The Contractor is expressly forbidden from:
(i) Using Personal Data for marketing purposes
(ii) Selling Personal Data
(iii) Providing Personal Data to a third party except where specifically permitted within this Contract.

The Contractor shall act as the contact point for Data Subjects and shall be responsible for making the essence of this Schedule available to Data Subjects. The Provider should also act as the first point of contact for all Data Subjects’ Rights Requests as detailed in Articles 15-22 of the UK General Data Protection Regulation. 

The Contractor will ensure that a Privacy Notice is provided to all data subjects regarding the processing of personal data as part of this contract. This Privacy Notice must reflect that the service is contracted by the Authority and meet all requirements of Articles 13-14 of the UK General Data Protection Regulation. 
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